















































Initiator Responder

11: <HIT(1), HIT(R)>

R1: <HIT(l), HIT(R), challenge>

12: <HIT(l), HIT(R), response, authentication>

R2: <HIT(l), HIT(R), authentication>
















2. FQDN 3. (IPv6 addresses, HIT)

1. FQDN

6. ED/HIT

5. ED 4. (IPv6 addresses, HIT)

HIPL kernel module
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Transport Layer TCP UDP

HIP Layer HIP

Network Layer IPv4 IPv6

Link Layer Ethernet etc.













1 * 1 * 1

HIP Socket

* 1 * 1
Dst ED Dst HI Dst Iface
1







USER SPACE

Native HIP
Application

Native socket API

getendpointinfo()

Resolver

getaddrinfo() Legacy
Application

Legacy socket API

( KERNEL SPACE

Y

-
HIPL Kernel
module

HIP Socket
Handler

Vs
KHIPD
(kernel thread)

Linux IPv6
module







Transport Layer Transport Layer

A
lf hip_get_saddr()
) hip_get_addr()
hip_handle_output()
hip_get_default_spi_out() hip_handle_esp()
Linux IPv6 & IPsec > HIP module Linux IPv6 & IPsec

OUTPUT INPUT









USER SPACE

HIPL Userspace daemon

Native HIP Resolver Legacy D
Application Application
Local HADB
HI DB
(' Native socket APl ) (' Legacy socket API )
> 4
\
r N
KERNEL SPACE
( Y Y )
HIP Socket KHIPD
Handler (kernel thread)
Linux IPv6
- module
ED DB BEET DB HIPL Kernel
module
(& J
_ J






















HADB

<Hla, Hix, ESTABLISHED>
<HIb, HIx, ESTABLISHED>
<HIb, Hiz, I1_SENT>

<Hic, Hlv, UNASSOCIATED>

Hlc

Hly

~~
A Hiz

Hiv

HADB

<HIx, Hla, ESTABLISHED>
<HIx, Hib, ESTABLISHED>










Native Application
(server)

HIP socket handler

hip_socket_bind(sockaddr_ed)
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Native Application
(client) HIP socket handler Linux IPv6 module | Linux IPsec module HIPL module
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<peer HIT, IPv6 address>
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Native Application

| HIP socket handler |
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—Tatve Appleation Resolver HIP socket handler Linux IPv6 module
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I hip_endpoint_pem_load(filename) | | | |
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user space process
.—)[ bind(<HIT>) ]—)( hip_check_access_to_local_hit(<HIT>) )

Find the corresponding ED entry

if ED.HIP_HI_REUSE_ANY

A
»
if ED.HIP_HI_REUSE_UID
AND process.UID == ED.UID -
»
if ED.HIP_HI_REUSE_GID
AND process.GID == ED.GID
>
if process.PID == ED.PID
A
»

Access denied




























2. DNS query

1. Resolver call

3. Mapping: local HIT, peer HIT, peer IPv6 address
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